REGULATION OF THE NATIONAL CYBER AND CRYPTO AGENCY

NUMBER 4 OF 2018
ON

VISION AND MISSIONS OF NATIONAL CYBER AND CRYPTO AGENCYmS8

BY THE BLESSINGS OF ALMIGHTY GOD

HEAD OF THE NATIONAL CYBER AND CRYPTO AGENCY,

Considering

Observing

that the National Crypto Agency has transformed into the
National Cyber and Crypto Agency;

that in order to actualize good governance in the National
Cyber and Crypto Agency in line with the main duty and
functions, changes to the organization’s vision and
missions are required,;

that Regulation of Head of the National Crypto Agency
Number 4 of 2011 on Vision and Missions of the National
Crypto Agency has been irrelevant and, therefore, needs to
be renewed,;

that based on the considerations in point a, point b, and
point c, it is necessary to issue a Regulation of National
Cyber and Crypto Agency on Vision and Missions of the
National Cyber and Crypto Agency;

Presidential Regulation Number 53 of 2017 on National
Cyber and Crypto Agency (State Gazette of the Republic of
Indonesia of 2017 Number 100) as amended by
Presidential Regulation Number 133 of 2017 on
Amendments to Presidential Regulation Number 53 of
2017 on National Cyber and Crypto Agency (State Gazette
of the Republic of Indonesia of 2017 Number 277);



To issue

2. Regulation of National Cyber and Crypto Agency Number 2
of 2018 on Organization and Work Procedures in National
Cyber and Crypto Agency (State Bulletin of the Republic of
Indonesia of 2017 Number 197);

3. Regulation of National Cyber and Crypto Agency Number 3
of 2018 on Value System in National Cyber and Crypto
Agency (State Bulletin of the Republic of Indonesia of 2018
Number 291);

HAS DECIDED:
REGULATION OF NATIONAL CYBER AND CRYPTO AGENCY
ON VISION AND MISSIONS OF NATIONAL CYBER AND
CRYPTO AGENCY.

Article 1
Vision of the National Cyber and Crypto Agency is to be a
trustworthy institution in preserving the National Cybersecurity
and Crypto by synergizing stakeholders in order to take part in
attaining the national security and promoting the national

economic growth.

Article 2
The vision to be a trustworthy institution as referred to in Article
1 means that the National Cyber and Crypto Agency becomes an
institution upholding the values of Professionalism, Integrity,
and Technology Adaptability as well as Trustworthiness in

attaining the National Cybersecurity and Crypto.

Article 3
The vision to synergize stakeholders as referred to in Article 1
means that the National Cyber and Crypto Agency utilize,
develop, and consolidate all elements related to the National

Cybersecurity and Crypto.

Article 4
The vision to take part in attaining national security as referred
to in Article 1 means that the National Cyber and Crypto Agency

takes part in creating secured cyber condition.



Article 5
The vision to promote national economic growth as referred to in
Article 1 means that the National Cyber and Crypto Agency plays
active roles in organizing secure, comfortable, and trustworthy

digital economy.

Article 6

In order to realize the vision as referred to in Article 1 the

National Cyber and Crypto Agency has the following missions:

a. to ensure information security in the government sector,
national critical information infrastructures, and digital
economy in attaining national security and promoting
national economic growth;

b. to develop and to apply comprehensive cybersecurity and
crypto governance;

c. to develop independence cybersecurity and crypto
technology by encouraging the growth of domestic
industries in the sector of cybersecurity and crypto;

d. to develop, to coordinate, to collaborate, and to operate
identification, detection, and mitigation, crisis management,
response, and recovery system from any threat, incident
and/or cyber and crypto attacks;

e. to develop cybersecurity culture as internalized cultural
values order by promoting safe and comfortable usage of
internet culture for every Indonesian citizen; and

f. to provide and to optimize cybersecurity and crypto
resources through sustainable learning processes and
quality improvement supported by transparent and

accountable office management.

Article 7
(1) The mission to ensure information security in the
government sector, national critical information
infrastructures, and digital economy in attaining national
security and promoting national economic growth as
referred to in Article 6 point a means that the National

Cyber and Crypto Agency develops, performs, and evaluates



(2)

(3)

(4)

(9)

technical policies of information security in the government
sector, national critical information infrastructures, and
digital economy while developing partnerships with
stakeholders in the national and international scopes in
order to attain national security and to promote national
economic growth.

The mission to develop and to apply comprehensive
cybersecurity and crypto governance as referred to in Article
6 point b means that the National Cyber and Crypto Agency
develops, implements, and controls policies and standards
of cybersecurity and crypto, frameworks for information
sharing and collaboration, law enforcement support, and
effective and comprehensive cyber and/or crypto incidents
response action plans in Indonesia.

The mission to develop independence cybersecurity and
crypto technology by encouraging the growth of domestic
industries in the sector of cybersecurity and crypto as
referred to in Article 6 point ¢ means that the National
Cyber and Crypto Agency creates and develops
cybersecurity and crypto technologies independently and
supports domestic industries development in cybersecurity
and crypto technologies.

The mission to develop, to coordinate, to collaborate, and to
operate identification, detection, and mitigation, -crisis
management, response, and recovery system from any
threat, incident, and/or cyber and crypto attacks as
referred to in Article 6 point d means that the National
Cyber and Crypto Agency prepares, organizes, coordinates,
collaborates, actuates, controls, evaluates, and reports
identification, detection, mitigation, crisis management,
response, and recovery system from any threat, incident
and/or cyber and crypto attacks while supports cyber
crimes handling in Indonesia through investigation
supports, digital forensic, crypto analyses, and content
filtering.

The mission to develop cybersecurity culture as internalized

cultural values order by promoting safe and comfortable



usage of internet for every Indonesian citizen as referred to
in Article 6 point e means that the National Cyber and
Crypto Agency provides literacy and education of
cybersecurity cultures in order to build cybersecurity
awareness and cybersecurity cultures as the value system
for every citizen to create safe and comfortable internet
ecosystem.

(6) The mission to provide and to optimize cybersecurity and
crypto resources through sustainable learning processes
and quality improvement supported by transparent and
accountable office management as referred to in Article 6
point f means that the National Cyber and Crypto Agency
provides and uses cybersecurity and crypto resources
optimally including human resources, facilities and
infrastructures, and cybersecurity and crypto technologies
through learning and improvement processes supported by

good, transparent, and accountable office management.

Article 8
At the time this Agency Regulation comes into force, Regulation
of Head of the National Crypto Agency Number 4 of 2011 on
Vision and Missions of the National Crypto Agency (the State
Gazette of the Republic of Indonesia of 2011 Number 847) is

repealed and declared ineffective.

Article 9
This Agency Regulation comes into force on the date of

promulgation.



In order that every person may know hereof, it is ordered to
promulgate this Agency Regulation by its placement in State

Bulletin of the Republic of Indonesia.

issued in Jakarta
on 5 March 2018

HEAD OF THE NATIONAL CYBER
AND CRYPTO AGENCY,

Signed
DJOKO SETIADI

Promulgated in Jakarta

on & March 2018

DIRECTOR GENERAL OF LEGISLATION
OF MINISTRY OF LAW AND HUMAN RIGHTS
OF THE REPUBLIC OF INDONESIA,

signed
WIDODO EKATJAHJANA
STATE BULLETIN OF THE REPUBLIC OF INDONESIA OF 2018 NUMBER 341
Jakarta, 24 May 2019
Has been translated as an Official Translation
on behalf of Minister of Law and Human Rights

of the Republic of Indonesia

DIRECTOR GENERAL OF LEGISLATION,




